
 
 

 ФЦրࠀֿ̠
2021ࣻ 11మ 1 

   InHand-PSA-2021-01 
CVE-2021-38472, CVE-2021-38486, CVE-2021-38480, 
CVE-2021-38464, CVE-2021-38474, CVE-2021-38484,  
CVE-2021-38466, CVE-2021-38470, CVE-2021-38478,  
CVE-2021-38482, CVE-2021-38468, CVE-2021-38476, 

CVE-2021-38462 
ICSA-21-280-01 

 

ങᤡ 

௫Ꮸ᤹Ꮃፘ᧴࠴ IR615-Sᢂႉڣߤٱᄓ࣌ᆅࠀФัᤒᛪܯࣼଫࠀФัχܶଙீǖ

ឨֿ̠ᄓ web GUI ᦪᎿڣߤಬᰗˉᡥǕଈైಬᰗˉᡥǕॉࠤᆓኟ႞Ǖቬཋᑷా͈ԬҴ

 Фัǖࠀोघˉᡥኗֿ̠ࠤ

ፌᮼᬠញͮὄஒѭᏱՄᑨ҇͡ႂᤑ̘ัᤒᛪࡆមᄏ॑ឃܵᏱ҇ႂॉࠤᆓఛҰᆪឃܵὄ

௫Ꮸ᤹Ꮃፘमࠐऍ͑ږ࠻ӭጨҋྩా InRouter6XX-S-V2.3.0.r5484ὄ͈χܶॐқఛ᭤

ᄓࠀФัᮮǖ 
 

य़ׇ 

• IR615-Sᄓ်ᫌˉӓծ X-FRAME-OPTIONSಟ݉ǖ 

• ࣺ̑ՅᫌГԳय़ׇᄓֿ̠ᒶᛪตлὄ்᭓҂म᠖ǖ 

• ॐ webऍႂሷउπ͓ᄓႂଫ఼̝ፌଈైᄓ͇֚ὄԳय़ׇֿ̠ࠝԳҋቬཋ

ឹහͫᄓय़ׇǖ 

• Գय़ׇᄓֿ̠Ҵࠤोघˉᡥǖ 

• Գय़ׇᄓֿ̠෮య˧ֿ̠ᄓᄏ॑ᮏ᭰ᦪᎿ᠖ᩣࠉኟ႞ǖ 

• Գय़ׇֿ̠෮యᤈٱክՙ೦ಓౘ೦็ᬇ൬ਜப͑ˆͥҋలҵٱǖ 

• Գय़ׇֿ̠࠴ౘᒶࣨҹᮏ᭰ᄓࠐቴឹහ఼ᛪᡥܾᄓᣮУᰗឆǖ 



• Գय़ׇֿ̠ࠝᜋஒѭᏱΗႂ pingࣃЯ՝ЮᣮУ͇֚ὄ̹ᏴԳҋஒѭǖ 

• Գय़ׇֿ̠ࠝᜋஒѭᏱΗႂ tracerouteࣃЯ՝ЮᣮУ͇֚ὄ̹ᏴԳҋஒѭǖ 

• ႂ်̏ᢂႉٱᄓࣺՅࠝԳҋߤϻᄓቬཋᑷాᄓஒѭǖ 

• Գय़ׇᄓֿ̠ࠝԳҋᑷాஒѭǖ 

• Գय़ׇֿ̠ᄓᢿ͔ᰗឆᤈሷׇऍᛴࣼᰗឆႂڣߤՙ᩻ឱଫᇱǖ 

• Գय़ׇᄓֿ̠෮యᛪయᄓࠤᆓኟ႞ǖ 
 

Գय़ׇᄓֿ̠ 

• IR615-Sᢂႉֿ̠ٱ�
 

Գय़ׇྩా 

• IR615-S 2.3.0.r5417 Ԭ˱қᄓྩా 

 

юଙீ 

• ऍˇᣛధᄓ͑ږӭጨҋྩా 2.3.0.r5484ὄ͈ᬂᔾ༁ڣัᜋ҇ႂὄᥡЛԳҋय़

ׇǖ�

ὄᏱឹᐘጐ௫Ꮸ᤹ઈీૐ᤹ᤈ͑ږᮏˇᣛܯФࠀᖖԲὒឹᒶᛪ͑ږ •

support@inhand.com.cnᖖԲ͑ږǖ�
 

ัᮞᬂଙீ 

� ௫Ꮸ᤹Ꮃፘ˧̉νឆֿ̠ܵࠂᄓࠀФশὄमࠐڣΗႂֿ̠ᄓϔต᧡ࠀФኟ

႞ὄӓૃͷˉᬖ͈̏ˇиࠝὒ�

1. मࠐԲܶే֠ࠀФᄓႂՙ֠ࠤᆓౄҍὄᥡЛኮӶॉԹ͇ᜋఛҰᆪ 

2. मࠐ᧴ֿ̠࠴ᄓ်ႂҴࠤாहងὄΜݩႂ HTTPSὄЫˉংᄓల

ҵងቴԹ 

3. मऱղᬂ༫ܠᄺЫҳᑨὄνឆֿ̠֠ᎳፘᄓࠀФশ 

4. मࠐႂࠀФᦪᎿኟ႞ὄΜݩងଖҍὄᙈ IPὄMACԬ IPڰڪፎࠉ 

5. मԲҴࠤᄓ૿ͥᣮாहኗ 



 

൜ࣔహ 

2021ࣻ 11మ 2 

 
ᠴໂ 

 Фюாಾᮏ᭰ὒhttps://inhandnetworks.com/product-security-advisories.htmlࠀ

CVE-2021-38472 - NIST National Vulnerability Database (NVD) and MITRE CVE® List 

CVE-2021-38486 - NIST National Vulnerability Database (NVD) and MITRE CVE® List  

CVE-2021-38480 - NIST National Vulnerability Database (NVD) and MITRE CVE® List  

CVE-2021-38464 - NIST National Vulnerability Database (NVD) and MITRE CVE® List  

CVE-2021-38474 - NIST National Vulnerability Database (NVD) and MITRE CVE® List  

CVE-2021-38484 - NIST National Vulnerability Database (NVD) and MITRE CVE® List  

CVE-2021-38466 - NIST National Vulnerability Database (NVD) and MITRE CVE® List  

CVE-2021-38470 - NIST National Vulnerability Database (NVD) and MITRE CVE® List  

CVE-2021-38478 - NIST National Vulnerability Database (NVD) and MITRE CVE® List  

CVE-2021-38482 - NIST National Vulnerability Database (NVD) and MITRE CVE® List  

CVE-2021-38468 - NIST National Vulnerability Database (NVD) and MITRE CVE® List  

CVE-2021-38476 - NIST National Vulnerability Database (NVD) and MITRE CVE® List  

CVE-2021-38462 - NIST National Vulnerability Database (NVD) and MITRE CVE® List  

ICSA-21-280-01 - CISA ICS-CERT Advisories 
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